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GridID;: Multimodal Biometric
Media Processing System

Designed to collect, process and analyze
large volumes of audio and video data
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® GLOBAL PRESENCE
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Best Technologies

Up-to-date biometric technologies by STC and partners are used to create
modern solutions for government agencies and business

Voice Face Finger & Palm Speech

w @ W Recognition




Voice Biometrics Face Biometrics
The world leading technology State-of-the-art technology based
NIST SRE 2021: on Deep Neural Network trained models:
- 6th generation of Voice ID DNN-based top-notch algorithms; - Model build time less than 300 ms; Search time less than 50 ms;*
. Renowned technologies that lead the world market; - Facial Anti-spoofing Technology;
. Deep neural networks trained on 1bln+ recordings language - Efficient biometric search even for people in masks;
and gender identification; - Search scope for 1 model per second = 3 mIin samples;
+ Text-independent voice recognition without constraint on - Search engine is capable of automatically detecting multiple faces
the speech content; (up to 20) in a video stream from crowded places;
+ Speaker diarization in dialogs/polylogs (up to 5 speakers). - Different angles of face detection and recognition (head turn,

inclination, movement, etc.);
- Stable result regardless of age-related changes and emotions;

- Gender and age detection.

*in @ 12 million model database



Finger & Palm Biometrics

World Top 5 biometric ID technology:

. Connection to the server via WEB-interface.

No special software required;
- |dentification time from 1to 3 sec;

- In the SlapSeg testing conducted by NIST, the used algorithm
showed the best results (1-3 places) on the database of
fingerprints and palm prints of low quality;

- In FVC testing, the used algorithm ranked first in various tests.

Speech Recognition

The best speech recognition technology:

- High accuracy is guaranteed by training on thousands of hours

of natural speech;

- Custom language models built with ASR constructor based

on target texts;

- AVOCADO adaptive speech recognition tool to improve the

target vocabulary using the system dictionary update function;

- Brand-new speech recognition engine for 18 languages

(including English, Spanish and Arabic), which covers
up to 2/3 of the world population.
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NIST SRE 2021

CHIME Challenge 2020

VOICES 2019

VOICES 2019

NIST FRWT 2018
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® AWARDS o

List of Awards

CHIME Challenge 2018
DFW 2018

ASVspoof 2017

NIST OpenKWS 2016

NIST i-vector 2014

We are Top

of the world biometric
technologies®

*Voice Biometrics and Speech Recognition



® PROBLEMS o

Increasing Volumes of Raw Data
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¢ SOLUTIONS o

Solution

Turn the data stream into cen @G Multimodal

a structured data array Biometric System

Search and Automated data

analysis system analysis system



® SOLUTIONS e

Fields of Aoplication
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® SOLUTIONS e :

Recover Implicit
Links iIn Raw Data

)
| e/ ‘*,‘

~ N\

- GridID

_ -




¢ ECOSYSTEM e

GridID Technologies

Voice biometrics

i

Face biometrics © o Fingerprints

GridID

Anti-spoofing o PLATFORM o Diarization

N ./

Clusterization Speech Recognition



ECOSYSTEM

Advantages of
GridID Platform

01

Full cycle of biometric analysis:

from sample collection to an
expert report generation

03

Ready for integration with external
systems or additional biometric
modalities

02

Automatic biometric model
processing, indexing and
quality control

04

Flexible modular structure
that can be tailored to each
client's needs
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¢ ECOSYSTEM e

GridID Products

GridID Analytics

Multivariate analysis of structured
and large amounts of raw data

GridID BioDB

biom:'gar?icog:tljt:aasli IKAR Lab 3
(GridID Lab)

Software and hardware suite

GridID Voice for audio forensic experts
Automated data handling
in streams from various sources S ma rtTra Cke r F R S
and data search in the archive .
(GridID Face)
. Facial recognition in
G rld ID CC high-traffic places

Biometric control via
hotlists of telephone lines

® GCridID FaceControl

GridID Sampler

Accumulation of credentials

and biometric data ® GCridiD VMS



GridID BioDB

National-scale biometric database

Ol

Data collection

Creating a nation-wide biometric
model database with a dedicated
processing and control system

02

F——«

Multimodal search

Search by voice, face, etc. in
a single database of
biometric samples

03

Data security

Closed circuit of access rights and
privileges distributed among roles,
groups and units provides multi-level
data protection system

-

Seamless integration

Regular database updates
incorporating all necessary data from
any source ensure high accuracy and

enhanced search speed rate



® GRIDID BIODB

Index of Individuals’
Data Entries

- The Database Index contains entries of personal information
and biometric models for individuals whose biometric
data are registered in the system;

- Individuals and their voices and contacts are linked by means of
graphs with the possibility to view the links for each entry;

- Search can be performed by biometric parameters or by auxiliary
details contained in the Index;

- Quick report generation thanks to the flawless database structure;

- User accounts and data protection are managed through a system
of roles and privileges.
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® GRIDID VOICE

GridID Voice

Automated processing, incoming data handling
and search for data from various sources

L

Intelligent data
processing

Automatic speech recognition,
language and gender identification,
diarizaition and voice model tracing

= !

Multivariate search

Automated search for recordings
by voice, key words and
conversation topics
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Hot control

Automatic monitoring of the entire
audio data flow with user notification
of target voices being detected

Automation
and streamlining

Automatic clusterization and
creation of new entries in the Index
for unknown speakers’ voices
in the incoming data



® GRIDID VOICE

GridID User

Desktop

M Desktop
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- The voice model is automatically updated in the database

when a better voice sample is obtained.



® GRIDID CC

GridID CC

Biometric control of telephone lines via hotlists

Real-time control Quick identification
Instant detection and automatic Speaker recognition during the call
notification when the target voice by voice only, regardless of the caller

enters the audio stream ID used for the contact establishing

.I‘

Keywords and themes

Detecting various keywords and
defining conversation topics based
on the keyword hotlist

Immediate notification

It takes up to 7 seconds to recognize
a person in a conversation basing
on their voice model, with the
operator immediately informed
about this event



® GRIDID CC

GridID CC
Dashboard

- Monitoring online conversations to determine whether the
speakers belong to one of the hotlists;

- Tracking of the assigned task completion;

- The operator can view latest notifications linked
to their user account;

- Analysis of the workload and assigned task statistics;
-+ Quick access to the most commonly used sections of the Platform;

- Anti-spoofing voice biometrics to detect authenticity breaches
when recorded or synthesized speech is used to simulate live
conversation.
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® GRIDID FACE

GridID Face

Real-time facial recognition

Face recognition

The faces from the database are
matched with the faces in
downloaded photo/videoclips.
The video data is used to build new
face models.

Real-time detection

Search by biometric face model
in videostream and by photo in a
video archive containing face
biometric models

Notifications

The operator gets a notification the
moment a match with the database
is found

Route mapping

The video stream and video archive
are used to trace the route made
by the individual by detecting their
face. GIS maps and bitmaps
are supported.



® GRIDID FACE

E smart Tracker FRS CARD LIST EVENT LOG OPERATOR PLACE

Online Response

12:45:57 Camera22 46 Kremenchugskaya street, K 2 12:45:57 Camera22 44 Kremenchugskaya street, K 2

Eryukov lgor

Yevgeny Fedoroy

- The operator receives real-time notifications when a e e e R s
person of interest is detected and identified in a specific |
place, which makes it possible to react to the event

promptly;

Kryukov igor

- The same happens when the system detects a stranger

12:45:57 Camera2? 46 Kremenchugskaya street, K 2

J Kryukov lgor

INn a restricted zone;

Card held parame
Card field parame

- The notifications can be customized for specific cameras

Card held parame!

and search category so that the operator can better focus : Card field paramet

Li Mian

On thei I taSKS; Face detection events

- The operator can view detailed information about events < n . R S ETS . a i y;ﬂ* [ ' s i‘ LE

and the people identified by means of sound notification AT

12

and mobile apps’ notifications.



® GRIDID ANALYTICS

GridID Analytics

Multi-factor analysis of structured

and unstructured large amounts of data

Multilevel filtering

Search for hidden interdata
connections, which are impossible
to be found manually

Visualization of links

Analysis of links and objects in
different display modes: relation
graphs and maps

Cluster analysis

"Five handshakes" diagram plotting
basing on all available data

Flexible customization

Data is presented
in a user-friendly format



® GRIDID ANALYTICS

Tool for Visual
Analysis of Records

- Overview of the links between target records in the
corpus of incoming data;

- The ability to group data and data sources
according to certain criteria and build a hierarchy
with an unlimited number of levels;

. Detection of implicit links with the help of biometric
search parameters;

- Clusterization of audio recordings using the speech
recognition results;

- Clusters based on similarity of voice models and
display of connections between speakers.
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IKAR LAB 3

IKAR Lab 3

Software and hardware suite for audio forensic experts

Forensic workstation Expert tool kit
A single workstation for the whole Authenticity diagnostics,
range of tasks of a forensic expert Anti-spoofing, EdiTracker, DNN filter

and Sound Cleaner

k -.l=
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Expert algorithms

High accuracy of automatic and
expert voice identification

o

Video analytics

Neural network technologies provide
automatic video indexing and image
quality improvement



® IKAR LAB 3

Audio Forensic
Examination Process

- Full pack of expert comparison methods: formant, pitch
and auditory analysis;

- Four automatic comparison methods; Speech and noise
detection; Editing and processing of sound recordings;

- Video player with editable audio and video tracks;

- Automatic text transcription* and segmentation by
speakers (up to five participants) in a dialog/polylog.

* List of languages is available upon request
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® GRIDID SAMPLER

GridID Sampler

Accumulation of credentials and biometric data

Ol

Data collection

Collecting biometric data of
individuals (voice, face, etc.) in
manual mode

02

™,
p it
.-
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Speaker separation

Improving the readability of
automatic speech transcription by
structuring the audio data

03

Portable workstation

Portable and remote workstations
with deployment in 15 minutes

04

Easy to use

Easy-to-learn interface, no special
training required



® GRIDID SAMPLER

GridID Sampler
Dashboard

. Offline biometric data collection in the field; Individuals’
biometric samples (voice, face, etc.) can be gathered in

Mmanual mode;

- Photos and voice recordings can be uploaded from

external files;

. Automatic quality assessment of biometric models;

- Automatic data import into the GridID BioDB subsystem.

([ J:l GridID.Sampler Card  Tools  Help

All cards 4+ New card...

) Export... = [T Delete

Awaiting export

Select Q Fik
- First name Created - Model
Badman 121972021 174000 =

® Start collection

Badman

4 From file...

First name Badman

Last name

Patronymic

Date of Birth Llate

Phone number

Good Recording 2021-12-19 17-37-31.wav Raerscue

19.12.2021 peech duratiorSignal : e
42.24 18.32 0.49

Fidce O WOIK

Social network

Nationality

Religion

Passport ID

Voice Vo

Good

19.14.20

@® Bad
19.12.2(
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GridID BioDB

National-scale
biometric database

GridID Voice

Automated data handling
in streams from various sources
and data search in the archive

GridID CC

Biometric control via
hotlists of telephone lines

GridID Sampler

Accumulation of credentials
and biometric data

ECOSYSTEM

GridID Ecosystem

Face biometrics

Anti-spoofing

Clusterization

Voice biometrics

Fingerprints

Diarization

Speech Recognition

GridID Analytics

Multivariate analysis of structured
and large amounts of raw data

IKAR Lab 3
(GridID Lab)

Software and hardware suite
for audio forensic experts

SmartTracker FRS
(GridID Face)

Facial recognition in
high-traffic places

® GCridID FaceControl

® CridID VMS



GridID Implementation



® |IMPLEMENTATIONS o

Key Stages of Implementation

~ 2 weeks ~ 12 weeks

Project start
~ 2 weeks

Pre-project survey
~ 2 weeks

Signing an agreement
~ 1week

Training
~ 2 weeks

Data migration
~ 5 weeks

Installation
~ 4 weeks

Integration
~ 4 weeks




Ol

Forensic Tool-Kit

IKAR Lab 3

Building a system to analyze all
available biometric and auxiliary data

® |IMPLEMENTATIONS o

GridID Development Steps

02

Biometric Data
Management

GridID BioDB GridID Sampler

Creation of a unified database of
biometric samples and its integration
with the existing sources.

Deployment of a distributed sampling
network based on the GridID Sampler

03

Stream Processing

GridID CC GridID Voice
GridID Face

Deployment of a central storage node
and implementation of the system in
contact centers.

Integration with the existing
monitoring infrastructure

04

National Scaling

Scaling the system to collect, store and
process biometric data at the level of a
city, region, and nation

Data Analysis

GridID Analytics

Expert community development:
implementation and training
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Contact us for more
iInformation and
calculation of your project

Saint Petersburg Moscow
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